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Welcome

Michael welcomed everyone to the meeting.

Information only.

Review November
2023 Memory

The November 6, 2023 memory was reviewed and approved.

The memory will be posted to
the ITAC website.

Fortinet Firewall

Chris Schroeder reviewed the upgrade of the campus firewalls. The
College moved from Cisco to Checkpoint about 15 years ago and
has now moved to Fortinet. The College has two redundant firewalls
and went from 10 GB to 40 GB.

Jaishri Mehta asked about security threats. Chris shared that he
reviews a daily summary report of information on what type of traffic
the firewall is blocking. The report regularly shows that the College
network is often a target of attacks, but the firewall does its job of
blocking malicious items.

Information only.

Academic
Technology Update

Michael Carr reported that his team is proactively reviewing internal
processes on security patching including how often is it done, who
does it, and which academic servers are being backed-up to cloud
storage in case of an emergency. Michael’s team works closely with
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Chris Schroeder’s team to ensure the academic technology servers
are patched, updated, and backed-up on a regular schedule.

Michael reported he is also working with the Purchasing Department
to review how hardware and software items are procured. He and
Angelic Davis are giving presentations to various departments on
this topic.

Other Items

Anthony shared a link to a new article on College data sharing and
privacy. https://laist.com/news/education/privacy-data-collection-mt-san-

antonio-college

The next meeting is March 11 at 2:30 p.m. via Zoom.
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